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Information security design and research for High-Speed Railway Nature

Disaster and Foreign Invasion Monitor System

YAO Honglei', LIU Jiangchuan’, WANG Tong'

( 1.Institute of Computing Technologies, China Academy of Railway Sciences, Beijing 100081, China;
2.Engineering Department, Atlantic Railway Passenger Dedicated Co.Ltd, Taiyuan 030027, China )
Abstract: In order to improve the information security of High-speed Railway Nature Disaster and Foreign Invasion
Monitor System, ensure operational stability of the System, the paper designed Information Security System,
combined with specific models and data processing of the System. The design was focused on the physical security,
network security, host security, application security and data security for the software of High-speed Railway Nature
Disaster and Foreign Invasion Monitor System. The application results showed that the software security architecture
and design solutions could improve software security without reducing the performance of the software, effectively

improve information security of the System.
Key words: high-speed railway; disaster monitoring; information security design; security architecture
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