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SVM Intrusion Detection System based on protocol analysis
SHI Rui
(Computer Application Department of The 3rd Raillway Survey & Design Institute, Tianjin 300142, China)

Abstract: Asthe internet spreadsto each corner of the world, computers were exposed to miscellaneous intrusion from the
World Wide Web. The effective Intrusion Detection System was needed to protect our computers from these unauthorized or
malicious actions. With pattern recognition method used in Intrusion Detection System, the limitation in traditional
detection methodswas cancelled. A new intruson detection approach based on protocol analysis was proposed. Evaluation has
been done over dataset in KDD-99. The result of simulations showed that this method was an effective method.
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DARPA. Defense
Advanced Research Projects Agency.> 1999 KDD

(Knowledge Discovery and Data Mining)

41

.-DARPA
.«1998

" 500
200 o
5 .. Normal ,Dos,U2R,Probing,R2L W,
TCP/1P

TCP UDP ICMP

Auth bgp courier csnet_ns ctf daytime discard domaindomain_u
echo

eco_i ecr_i efs exec finger ftp ftp_datagopher hostnames http
http_443 icmp imap4 IRC iso_tsap kloginkshell Idap link login
mtp name netbios_dgm netbios_ns netbios_ssn netstat nnsp
nntp ntp_u other pm_dump pop_2 pop_3 printer private
remote_job rje shell smtp sql_net ssh sunrpc supdup systat
telnet tftp_utim_i timeurp_i uucp uucp_pathvmnetwhois X11
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SVM
2
Count Normal  u2r r2l Dos Probe
icmpecr_iSF 158875 99.62% 100.00% 100.00%  99.95% 100.00%
TephttpSF 38834 99.98% 100.00%  99.99%  99.63% 100.00%
TcpprivateREJ 36629 99.99% 100.00% 100.00%  97.75%  99.87%
UdpprivateSF 22572 99.87% 100.00% 100.00%  99.91%  99.88%
tepprivateSo 16337 100.00% 100.00% 100.00%  99.95%  99.95%
TcpsmtpSF 7889 99.87% 100.00%  99.90%  99.97% 100.00%
tcppop_3SF 3651 99.62% 100.00% 100.00% 100.00% 100.00%
udpdomain_uSF 2991 100.00% 100.00% 100.00% 100.00% 100.00%
tepftp_dataSF 2058 97.47%  99.22% 100.00% 100.00% 100.00%
TcpotherREJ 1631 100.00% 100.00% 100.00% 100.00% 100.00%
TeptelnetSF 1247 92.78%  97.75%  98.07% 100.00%  95.02%
TepftpSF 650 87.69%  98.46%  97.85% 100.00% 100.00%
TcphttpRSTR 540 100.00% 100.00% 100.00%  99.63% 99.63%
icmpeco_iSF 535 97.38% 100.00% 100.00% 100.00%  97.38%
tephttpSo 311 100.00% 100.00% 100.00% 100.00% 100.00%
UdpotherSF 283 81.56% 100.00%  93.62% 100.00% 81.56%
teptelnetS3 278 100.00% 100.00% 100.00% 100.00% 100.00%
tcpprivateRSTO 246 100.00% 100.00% 100.00% 100.00% 100.00%
tepprivateRSTR 196 96.94% 100.00% 100.00% 100.00%  96.94%
teptelnetSO 181  100.00% 100.00% 100.00%  97.78%  97.78%
tcptelnetRSTO 181 100.00% 100.00%  94.44%  88.89%  83.33%
TepfingerSF 176 98.85% 100.00% 100.00% 100.00%  98.85%
tcppop_3RSTO 167 100.00% 100.00% 100.00%  91.57% 91.57%
tcpsunrpcREJ 136 100.00% 100.00% 100.00% 100.00% 100.00%
tcpimap4RSTO 136 100.00% 100.00% 100.00% 100.00% 100.00%
tcpimap4REJ 95 100.00% 100.00% 100.00%  89.36% 89.36%
3
L DS "
NORMAL 96.06% 99.88%
DOS 98.86% 99.88%
R2L 97.32% 99.96%
U2R 99.94% 99.99%
PROBE 99.29% 99.40%
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