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RSA algorithm andit’ sapplicationin e-Busness
CHEN Feng,ZHANGLIping
(Computer Department of Beijing Institute of Technology, Beijing 100081)
Abstract: In e-Business System, RSA encryption algorithm can be the main method toimplement data encryption and data
integrity. It was discussed how to realize key technol ogies such as modular exponentiation , prime number construction ,strong

prime number construction , encryption and digital signature protocol. Their detailed algorithmswere given.
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.:C=PE mod M
i=n-1;
b c=L
while i>=0 do {
C=C*C mod M;
b if e=1 then C=C*P mod M,
5 i=i-1;
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R=P; S
i=2" Solovay -—Strassen L1977 L Jac-
R=P; obi .. 2 yLehmann .
FL 1982 .. 3 )Rabin -—Miller ., 1986

while j<=w-1do  // R=P'mod M,i=2** Rabin -— Miller . Rabin -—Miller
{
R=R*R, mod M, 3 -
AL Stepl. seed;
} Step2.k -+0;
while i<2v-1do  // R=P' mod M,(i=2"-+1, - 2%-1) Step3.n - <seed + 2k:
{ Step4. n B Rabin-Miller .+ Step?.
=L Steps. K - <k+1;
RR, P mod M Step6. k>In(seed), Stepl, Step3;
¥ Step7. n
S=e e, €. 1/ w ’ P
_ C=R; 1. p Sl 2y
=n-w-1;
while i>=0 do P -
-1 yp=2r+1, r=s-1(mod s);
C:é*cmd M - 2.)p=1(mod r), r=1(mod t), p=s-1(mod s);
if e =1 then r,s,t,p o
' { 1)
for j=1 to w-1 do C=C*C mod M; 4. Sl
S=ee e Stepl. 3 s;
C=C*R mod M: Step2. r.+2s+1;
WL Step3. r B  Rabin-Miller L r
} Step7;
= Stepd.  r-<r+2s;
if O<=i<=w-2 then  // Steps. 1 p . StepL;
{ Step6.  Step3;
while i>=0 do Step7.  p-<2r+l;
{ Step8. p B Rabin-Miller . p
C=C*C mod M; , Steplo0;
if e =1 then C=C*R_ mod M; Step9.  Stepl;
i=-1; Stepl10. p
}
} 4
}
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