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Research and design of Proactive Defense System based on large scale Intranet
YU Hong-xiao, TAN Min-sheng , LIU Fang-ju
(School of Computer Science and Technology of Nanhua University, Hengyang 421001, China)
Abstract: For solving the problems of the information security of large scale Enterprise networks, an Integrated Proactive
Defense System based on large scale Intranet was designed. The System was divided into honeynets layer, control layer and

application layer. Some new technologies were also colligated in the System, such as the technology of Honeynet, IDS and -

" Redirection. The System could collect various network-based attacking behaviors effectively and in real time. So, the
information of the Intranet could be protected by analyzing the unknown network-based behaviors and redirecting the known
network-based attacking behaviors.

Key words: proactive defense; network security; Honeynet; IDS

A LithggEk, HEBEM (Internet) 53] THER
R, BARSEEHATEEMARKR, MEEMA
RIBUEIRESHERN, KAGHR2EELMZ B

kS B 4. 2007-04-25

EX2TH. EXARMEES(60572137); HEARHERIMA
(2006GK3084),

fEZEifr: RE®, EixWEOIRE, HlE, B2,

%, R TOBRMRHEABN, ERFIHERAEER
=85, KRR TeeE, FHit, £ikitk
FHEEXRENE2RT. ETRENRELHUR
WERE, CAEHREEERT EXNRmTL
ek, SR AU KR T R SR P; Kk
RFNETHECEHARBMASL (IDS) Figxe
&P B AT AR A, Rk, ATRBE
FHRPRB BV AERENEELE, ZAED

EHEL, REDEMRK, ReEklRs, RitREx
Wb, PR IR SR . ADXL202 fE LR
XigEsy, BAMZAFEXNRRED. ZAK
MRS RECAHEE, RBERDSY R TKAL
B £ NN, BERE. AEcEtENER
i) A h S B ka7 AR LA M R £ T —
UK E R S, MARRSIZ. MERR TR
AL SEEXRRTZHHRTE, EFAH
¥, WAEFHIMAL (MEMS) —EXHHEM™
v 9 B PR 3% .

BH k-

[11® #. HRAXAZLFAHEM[M]. LF.
R X ¥ H M4, 2005,

[2] Labrosse Jeanj. # A X5 85445 £ 46 uC/OSII[M]. ZER A .
AT RFMEMRX K F MR, 2003,

[B]1 ##%, £ T, A% ADXL202 A8 4 85 ME4
T A R FAEH, 2004 (4): 36-38.

[l md¥F, & £, BRF 2T RHESHGPSFR
A RAEFEFLI) KETF 58, 2006, 23 (5):
187-192.

T ALE AL

34



FI6RF12H

E-FRHM Intranet M EHRHREHAR SR

&R

B S B A I S TR A BB R, IR T — A2
Rk MEFH XGRS

U E2h B AR

T HEIIE T 93¢ “Proactive Defense”, L
& CHh: nriEEpi N, B4R b T A Ly
WEE, BREFEANNSEIEEELT, #a
s % o F 5 Bdr B . IR T3 ABH
HA, SEGRESEEEAR M KERATAR
B AR, FERIAMId . B RIBEE
B LA B 12 AT R BR VRS +5 e % 5 AL A R A

stF EHBEBE AN RG T EEH, SMEST
M2k AfRAT A ik iE I BE A,

AR, T EFHBHHMAHREEEFIEAR
EIRFIFEPEM 4 £, Hrh, Honeypot (Zif) HiA
F Honeynet (M) HAZH T HEFHENALE
bk, B, EFEHEHTERBERFREAEGHRA
4, 0. EMBIES (Honeynets Project) 1 FIRH
Xt (Honeynets Research Alliance), {1893
FEHARSRETEEHR SO EMTKESINER
Kdifg BILAS— A RERRG D, LLIHEWR
NGt BRI E AT AR, TRE X T % M A
RINE LA LRI K FIRIG I, i1
KA “Ff&a” (Artemis) 2T 200542 AIiE
Nt mMA B RBR, HRAZREARDN
# 1 A EEHERA

2 AP ASIK RS

B3t B AT ok R A ok R R 4% D Sk B s AT 1
W, AR M B kR E X RS RER A
5. MR, BHEBMMHEBIAEY, hE
ErgnE 1,

e e e R e e e e i s i T i s e i i e O

1 EHXGBREGRER

FHAGHRENRERERBMNE R, K
FEHREERSIEAFREG, FNEASARENA
Gi, PHATA AL VT BC B Y B o B i 15 B U AR
HMBBCGEHRR, RERZAHBEH L.

hiE BEE SR, WEBALEIHABHALN
FEHlD ., BRTEEIRER Y IDS A H &K B
BiEEERE, EHlP.ORIEEMA PR ERE,
el 16 ) F 3 R B AR M B i f7 b e B B R AB IR .
BRI B —A T E I RE R M BB M 2% B B BEHLBT I S
FMARREEEEPRRE AT HER, RE
PR R R B EEEDO AT AHELT SN,
MERIE LR B 1T A,

THAGHREN RS BELEEAE, BRET
HPSagmEn PR, AP eTCuRE -
S Sk E RS H OB DL, FRIBE AT A
P S B0 PR B LN 52 4 P15 W S B A 4% 17 A Bt
BT SAEE,

3 kaApimARZMEIF

3.1 FABFRZ A B EE kil

FEBE P25 B A HER A E . PApEMZE (Hone-
ynet) RABRHMZRSE (IDS) 3 K#Rsr. A Honeynet!
(EWM) hZERBIAK, BERBHHLETE BT
HEHL, EiEzfrE WindowsXP/2003Server, Linux
% Solaris F LM ALMBRIERRASMABRFY, FH
WHBEBE AL EFF i T AR Z AR, ZnFTP, Telnet fR55
%, BARBE M IRIM S nE 2,

2 EBESHIMER

LR R ARTFEREHBEESLN
PR EAGE, A E K 6 BEL AT IR
BB G RYURI BN BB NS RGN EHE
AR,

(1) BPELED KBS HZEKBREBILZ K

35



B &R

HRITHEHNAER

Flo L5123

diltt, TP ABERNBMKAERERSHE M, 8
T IEE s R k24, BE3TFiRRAKR
BERHELSR RSN AR R ERIEFE, A%
KB ILKER M EE LR L, HPEET
BEMITAEL.

(2) HEAEESK ., FEEX (DMZ[X) 1§
B 5t B KRG kST T B RGN ML, Sb
B (Wan) 1M (Intranet) ¥jalttiZX g 1715
W], BT DMZ X 2B #ARY, XA
W5 BB B kRSN, Hk, AL Fr
MRS 28, AEBEFARS RS, Web IREBFBHE A
BEZR ., 58 1% R0 BB YLK B SR
SHIREENIMRS, TUKEREAENENKEHE
B (B X IR FE B ML TR B R B O B F O LY
W, PR T Al A R

(3) MPBED KGN, BEBEZX IR FEBL
FEKERADVANTHEN K EITH, MARE
1o B 2k B8 A 1% DX 80 R B ALRY 0 B BHE 15 B 1R
Webh kB B EIEAICT . BT BATREL 80% R M
Bifrohka & NER, FHit, HEEZEEKIRYIEE
BEULA FRP AW NBHEEELXLEERXE
EHEM,

FEBE Rk B R A AN B HKIZTE, Bk Ed s
MIDS A1y HEBN RS , BEdENM4MF2Z
FAHE & e B BB Mk . PRI B
TEREMAE 3,

_J_UTLi,&@W%Mt__léi%iw-__f@ﬁ__
B
id! (HI#-oer fmm HROCV | [REBL oo [RHFBL) | bt
ﬁ; AR E 5 (DS) { WEBHR% (Honeyned) ||
‘El] & »&’éw\ﬁ 4 " .

MMMMMMM L < @’;ﬁ & UL e

B3 RHRSETERE
WA FABEHL R RIS BB AN A R,

WIAMILIZ T H B BIEHIRE . IDS XFEBFLAAY
BRI BT KM RRAE IS B, SR B B BIR T SE

LR RT AW EEE L, WELRS &S
(DOS Xiti) BikBdis, HERISM™EHERK
i, W EEE B ORI o g, HedEm
BEEEREMIEE, IDS #u i iFArin R
H R, REEERAIEHPOLHE,

- ERFR

Bh kRSN BRI I 1 R, A R
PLHISM R BT IR 6], M FRBHILIISN RE B A
BUEKRMERM, By kSR B SRR 5 I BT b &%
. Bk At e B E& 0 A AR RS DS,
IDS H {414 B ERF LEEEEHF.O, 26 $.0
£ E AR E £ BB Tk B X TR s s B4
Pras RIEH IDS LA .

32 PR morg kil

Sl B REZ AR ORIy, 8
FEMERES MBI SRR KRB REE S
HIRER AR EHE R, REHRARAREN
MBS A, HFH A RBBER, #2600 K
BB, EHBEN TEREWE 4,

R R

| (Dominated Environment) |

< RERRE

- A
J_mﬂ(ﬁi_fé i
T W

V
Aexmsm aps) . W WM i
| (Honeynet)

H4 BREBRIERE

ZERER-OEAG K. WX, B
REEAEXEINTN, EZEREDEHEE &
RUGk SRSt , WEEZEREPFE
HEUEMG SRR, AUBELNEKNFRATSE.

Sl DR BB BABLOE M, FiE HRA
BHULBTIC R AV B 15 B3 Bl il oD B Brig A B
b, $EHlH.ORE IR 71355 IDS #7E R
B, 2458 RAESAS MBI B DS pricit M &k o iR (5
B, AR E ARG B AR B AT A B TR
B, RERRREIEE ERRAEABRNEDHBH
T AERATHT, LA s BE 1 £ /R B
il

YR FT AR, B IR S E iR
%%%ﬂmFﬂﬁﬁgnﬁﬁﬁiﬁ¥§%ﬁﬁm
IDS fiR IRt B B e S i BRI, 1R Heh
@%%ﬁm&W%ﬂ%‘”%%ﬁﬁﬁ%ZxE,
UEZ&%d, REREERIDET, BREFHRK
T ARBEZREAE ., REEZAEHOAT
HILFHHBERBEENTARE, EENTREH

36



W6 BW 12

EFRHB Intranet B3 505 MR KAIBE T ik H

£ R

HREABICT LR ETAHEBE—F 5
o BERMBAMNLAFEMES,

I L —

ﬁm@@bwmmﬂﬁ

G LY
AT i

1 AABAL (DS)

5 MEREREE

H AR QR AF I bR R R O e KKK &
F W e g R AL S S A IR A A AL AT b AL R
BRATEFT AR, FERTFRELIEB ALK
%, FRE RS T W B B 5 Bl it
MRS TS B AT IR P A RO E, RIS R
15 15 . ) A8 3 o ok St % 8 B S 1 I O AR
E, REBREATEE, Bk, LHEHREFE
MR E A B3k B REHRE, MRSt
F#,

BE W F ARG xt IDS e i 8 o S i
BWBRHEATABRERITEER, S NBEKMEH
HEEBEEENTHTER XL, AemtlbR
KM IIEH BT,

3.3 B MOEE 5 Bl

BB EZRHEM P FEmn LB s A EMN
TEERS, PR EERFERENER, A
AT LAE P S SR R A R RRE T OL.
BL R H THERE A 6.,

PR =y I 1

A

[ J
! L (Control Center) l:f4> EhpiET %J!ﬁ

-----

FEiBH R4 (Honeynet )

6 BARI{ERE

EB AT AER RS AT kAR
BrLRNZEARFRREE L, KARMIET
o BRFE LR P 5 R 45 4 il b UL SE T IDS £

fEVC R . 7ERLFE A PRl it P 5 o
B EATH P BB A TR HF.

4 BRGh

FXEEMELFREMNA: (1) #HE-A
BRI EHAD @RLENE RGN, &R
KELAThREREAT TIRABI N (2) HHarE3hBs
MR SUIRM R AR LT ARG S . ZRRRE
BRAF RPN ABMBRI R LT, FRE
BRBABRL G AR, ARPELREE
PRI % 75 4R {3t o1 S8 A9 B8R BT

54 k-

(1178, shR LHHHEAGGRE LAD] LS
4, 2003 (8): 27-29.

2] MEH, $£4F, #BL BHRALBERGEJ]. AR LS
HABHER, 2003 (1): 65-69.

[3] Know Your Enemy:Honeynets.Honeynet Project{EB/OL]. http:
/Iproject. honeynet.org,31 May, 2006.

[4] JOHN G.LEVINE,JULIAN B.GRIZZARD,HENRY L.OWEN.
Using Honeynets to Protect Large Enterprise Networks[J]. IEEE
Security & Privacy, NOVEMBER/DECEMBER 2004:73-75.

[5] Lance Spitzner.The Value of Honeypots, Part One: Definitions
and Values of Honeypots[EB/OL]. http://www. securityfocus.com/
infocus/1492, Oct, 2001. ' '

[6] Mukherjee B, Levitt T L. Network Intrusion Detection [J].IEEE
Network,1994, 8(3): 26-41.

[7] David Watson, Thorsten Holz, Sven Mueller. Know Your Enemy:
Phishing.Honeynet Project{EB/OL). http://project. honeynet.
org,16 May, 2005.

[8]) RFC2663. IP Network Address Translator (NAT) Terminology
and Considerations[EB/OLY]. http://www.ietf.org/rfc,August, 1999.

BRI EILHF

lenovo i ( OO

37



