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Key technologies for network security of railway design enterprise

management information system

LIU Feng, HAN Yu

( China Railway Design Group Co. Ltd., Tianjin 300308, China )

Abstract: This paper focused on the construction project of enterprise management information system,
comprehensively analyzed the existing internal and external security risks through risk assessment methods, and
designed a network security defense technology system guided by the "one center, three layers of protection"
framework in classified protection 2.0 of cybersecurity. The paper conducted key technology research in areas such as
Web application security, data security, and threat automation response, implemented Web application security
protection technology, centralized data monitoring and auditing technology, comprehensive threat analysis and
response technology, and met the requirements of level protection and offensive and defensive combat. This network
security defense technology system has been applied in a railway design enterprise, effectively enhances the depth
defense and active defense capabilities of the enterprise management information system.

Keywords: classified protection of cybersecurity; Web application security; data security; threat analysis; Security
Orchestration Automation and Response (SOAR)
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