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Mandatory access control model based on marking technology

ZHU Tao', DONG Peng’, ZHU He’, QI Sheng’

( 1. R&D and Construction Department, China Railway Information Technology Group Co. Ltd., Beijing 100844,
China; 2. Network Security Research Office, China Railway Information (Beijing) Network Technology Research
Institute Co. Ltd., Beijing 100044, China )

Abstract: In order to enhance the network security protection ability of railway applications in the new type
computing infrastructure environment, according to the basic requirements for network security level protection of
information security technology, based on the existing railway network architecture, this paper designed the railway
cyberspace security system architecture, and put forward the mandatory access control model suitable for the system
architecture based on marking technology. According to this model, the marking technology could be used to
implement the forced access between the same domain in the same cyberspace, different domains in the same
cyberspace and different cyberspace, and work together with trusted operating system, data exchange platform and data
exchange bus, so as to implement the control of access operation, ensure data security exchange and improve the
security protection ability of railway computing platform.

Keywords: classified protection; subject; object; marking technology; mandatory access control; railway cyber-
space
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