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Security situation awareness technology of railway design corporations

LIU Feng, HAN Yu

( Information Design Research Institute, China Railway Design Corporation, Tianjin 300308, China )
Abstract: This paper analyzed the current situation of network security protection in railway design corporations,
compared and formulated the security situation awareness technology scheme, focused on the problems encountered in
the practice of situation awareness technology in railway design corporations, the adaptive adjustment of the existing
network and security prevention and control system, implemented network wide traffic security situation monitoring
and security automation, made the security situation awareness technology play a core value in the comprehensive
network security prevention and control system, and effectively improved the overall security level of the corporations.
Keywords: situation awareness; network wide traffic analysis; security automation; security management platform;
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